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Introduction to Configurations, Troubleshooting, and
Advanced Secure Browser Installation for Mac

This guide contains configurations, troubleshooting, and advanced Secure Browser installation
instructions for your network and Mac workstations.

Organization of the Guide

This document is color-coded for ease of reference and includes the following sections:

e Section I. Configuring Networks for Online Testing

e Section Il. Installing the Secure Browser for Mac using Advanced Methods

e Section lll. Configuring Mac Workstations for Online Testing

e Section IV. Troubleshooting Mac Workstations

© American Institutes for Research 3



Configurations, Troubleshooting, and Advanced Secure Browser Installation for Mac

Section I. Configuring Networks for Online Testing

This section contains additional configurations for your network.

Which Resources to Whitelist for Online Testing

This section presents information about the URLs that AIR provides. Ensure your network’s firewalls are
open for these URLs. If your testing network includes devices that perform traffic shaping, packet
prioritization, or Quality of Service, ensure these URLs have high priority.

Which URLs for Non-Testing Sites to Whitelist

Table 1 lists URLs for non-testing sites, such as Test Information Distribution Engine and Online
Reporting System.

Table 1. AIR URLs for Non-Testing Sites

System URL

Portal and Secure Browser installation files https://wyoassessment.org/
Single Sign-On System https://sso2.airast.org

Test Information Distribution Engine https://wy.tide.airast.org
Online Reporting System https://wy.reports.airast.org

Which URLs for TA and Student Testing Sites to Whitelist

Testing servers and satellites may be added or modified during the school year to ensure an optimal
testing experience. As a result, AIR strongly encourages you to whitelist at the root level. This requires
using a wildcard.

Table 2. AIR URLs for Testing Sites

System URL
TA and Student Testing Sites *.airast.org
Assessment Viewing Application * tds.airast.org

*.cloud1.tds.airast.org
*.cloud2.tds.airast.org

Which URLSs for Online Dictionary and Thesaurus to Whitelist

Some online assessments contain an embedded dictionary and thesaurus provided by Merriam-
Webster. The Merriam-Webster URLs listed in Table 3 should be whitelisted to ensure that students can
use them during testing.

© American Institutes for Research 4



Configurations, Troubleshooting, and Advanced Secure Browser Installation for Mac

Table 3. AIR URLs for Online Dictionaries and Thesauruses

Domain Name IP Address
media.merriam-webster.com 64.124.231.250
www.dictionaryapi.com 64.124.231.250

Which Ports and Protocols are Required for Online Testing

Table 4 lists the ports and protocols used by the Test Delivery System. Ensure that all content filters,
firewalls, and proxy servers are open accordingly.

Table 4. Ports and Protocols for Test Delivery System

Port/Protocol Purpose
80/TCP HTTP (initial connection only)
443/TCP HTTPS (secure connection)

How to Confiqure Filtering Systems

If the school’s filtering system has both internal and external filtering, the URLs for the testing sites (see
Table 2) must be whitelisted in both filters. Please see your vendor’s documentation for specific
instructions. Also, be sure to whitelist these URLs in any multilayer filtering system (such as local and
global layers).

How to Configure for Domain Name Resolution

Table 1 and Table 2 list the domain names for AIR’s testing and non-testing applications. Ensure the
testing machines have access to a server that can resolve those names.

How to Configure for Certificate Revocations

AIR’s servers present certificates to the clients. The following sections discuss the methods used to
check those certificates for revocation.

How to Use the Online Certificate Status Protocol

To use the Online Certificate Status Protocol (OCSP), ensure your firewalls allow the domain names
listed in Table 5. The values in the Patterned column are preferred because they are more robust.

Table 5. Domain Names for OCSP

Patterned Fully Qualified
*.thawte.com oscp.thawte.com
*.geotrust.com oscp.geotrust.com
*.ws.symantec.com oscp.ws.symantec.com

If your firewall is configured to check only IP addresses, do the following:
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1. Get the current list of OCSP IP addresses from Symantec. The list is available at
https://www.symantec.com/content/en/us/enterprise/other resources/OCSP Upgrade -
New IP_Addresses.txt.

2. Add the retrieved IP addresses to your firewall’s whitelist. Do not replace any existing IP addresses.

How to Configure Network Settings for Online Testing

Local Area Network (LAN) settings on testing machines should be set to automatically detect network
settings.

1. Open System Preferences.

2. Open Network.

3. Select Ethernet for wired connections or WiFi for wireless connections.
4. Click Advanced.

5. Click Proxies tab.

6. Click Auto Proxy Discovery checkbox.

7. Click OK to close window.

8. Click Apply to close Network window.

9. Close System Preferences.

How to Configure the Secure Browser for Proxy Servers

By default, the Secure Browser attempts to detect the settings for your network’s web proxy server.
However, users of web proxies should execute a proxy command once from the command prompt. This
command does not need to be added to the Secure Browser shortcut. Table 6 lists the form of the
command for different settings and operating systems. To execute these commands from the command
line, change to the directory containing the Secure Browser’s executable file.

““7 | Note: Domain names in commands The commands in Table 6 use the domains foo.com and
proxy.com. When configuring for a proxy server, use your actual testing domain names as
listed in the section Which Resources to Whitelist for Online Testing.
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Table 6. Specifying proxy settings using the command line

Description System Command

Use the browser Mac ./WYSecureBrowser -proxy ©

without any aHROCHM6LYy93eS50ZHMUYW1yYXNOLmMOyZy9zdHVKZW50Lw==
proxy

Set the proxy for Mac ./WYSecureBrowser -proxy l:http:foo.com:80

HTTP requests aHROCHM6Ly93eS50ZHMUYW1yYXNOLmMOyZy9zdHVKZW50Lw==
only

Set the proxy for Mac ./WYSecureBrowser -proxy 1l:*:foo.com:80

all protocols to aHROCHM6Ly93eS50ZHMUYW1yYXNOLmMOyZy9zdHVKZW50Lw==

mimic the “Use
this proxy server
for all protocols”

of Firefox

Specify the URL Mac ./WYSecureBrowser -proxy 2:proxy.com

of the PAC file aHROCHM6LY93eS50ZHMUYW1yYXNOLmMOyZy9zdHVKZW50Lw==
Auto-detect Mac ./WYSecureBrowser -proxy 4

proxy settings aHROCHM6LY93eS50ZHMuYW1yYXNOLMOyYZy9zdHVKZW5OLw==
Use the system Mac ./WYSecureBrowser -proxy 5

proxy setting aHROCHM6LY93eS50ZHMUYW1yYXNOLmMOyZy9zdHVKZW50Lw==
(default)
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Section Il Installing the Secure Browser for Mac using
Advanced Methods

This section contains additional installation instructions for installing the Secure Browser for Mac.

How to Clone the Secure Browser Installation to Other Macs

Depending on your networking and permissions, it may be faster to install the Secure Browser onto a
single Mac, take an image of the disk, and copy the image to other Macs.

1. On the computer from where you will clone the installation, do the following:

Install the Secure Browser following the directions on your portal. Be sure to run and then close
the Secure Browser after the installation.

In Finder, display the Library folder.
Open the Application Support folder.
Delete the folder containing the Secure Browser.

Delete the Mozilla folder.

2. Create a shell script that creates a new Secure Browser profile when a user logs in. The basic
command to create a profile is <install_directory>/Contents/MacOS/
WYSecureBrowser --CreateProfile profile_name, where profile_name is unique among all testing
computers.

3. Clone the image.

4. Deploy the image to the target Macs.

How to Uninstall the Secure Browser on Mac

To uninstall a Mac Secure Browser, drag its folder to the Trash.
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Section lll. Configuring Mac Workstations for Online
Testing

This section contains additional configurations for Mac.

Several features on Mac workstations must be disabled before testing begins. Installing the Mac Secure
Profile disables the hot keys for enabling Dictation, Mission Control, and Spaces and the trackpad
gestures for accessing Lookup, Space Switching, Expose, and Notification Center and also sets function
keys to standard functions for all users of the Mac that it is deployed to. If you do not install the Secure
Profile, these settings and the other settings listed below must be disabled manually. Even if you do
install the Secure Profile, the other settings listed below must still be disabled manually.

How to Install the Mac Secure Profile

The Mac Secure Profile is a script that can be used to configure Mac workstations for online testing. The
profile can be downloaded from your portal’s Secure Browser page. Upon installation, the profile
disables the hot keys for enabling Dictation, Mission Control, and Spaces and the trackpad gestures for
accessing Lookup, Space Switching, Expose, and Notification Center and also sets function keys to
standard functions for all users of the Mac that it is deployed to. The following instructions describe how
to download, install, and configure the Mac Secure Profile.

1. Click the Download the Secure Profile link on Figure 1. Download Mac Secure Profile
the Mac tab of your portal’s Secure Browser’s
page to download the Mac Secure Profile. Download the Secure Profile

Click here ta download the Secure Profile.

2. Run the Mac Secure Profile installer.

3. Upon installation, restart your computer.
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How to Disable Updates to Third-Party Apps

Updates to third-party apps may include components that compromise the testing environment. This
section describes how to disable updates to third-party apps.

The following instructions are based on OS X 10.9; similar instructions apply for other versions of Mac
0sS.

1. Login to the student’s account. Figure 2. App Store Window

2. Choose Apple menu > System Preferences. The @ The App Store keeps OS X and apps from the App Store up to date.

System Preferences dialog box opens. G mstcratically ek ft tsdaing

Downlead newly available updates in the background
3. Click App Store. The App Store window opens. il o kit ' h
[ install system data files and security updates

Automatically download apps purchased on other Macs

4. Mark Automatically check for updates.

5. Clear Download newly available updates in the
background.

6. Clear Install app updates.

7. Mark Install system data files and security
updates.
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How to Disable Updates to iTunes

You must disable updates to iTunes prior to testing. If iTunes updates pop up during a test, the Secure
Browser will pause the test and the student will be kicked out of the testing session.

The following instructions are based on OS X 10.9; similar instructions apply for other versions of Mac
0s.

1. Login to the student’s account. Figure 3. Advanced Preferences

Advanced Preferences

2. StartiTunes. B (» & N

General Playback Sharing Store Parental Devices

Advanced

3. Select iTunes > Preferences. s D ol [Eatie

{Users/testeradmin /Music/Tunes/iTunes Media

| Change...

Reset

4. Under the Advanced tab, clear Check for new  Keep iTunes Media folder organized

Places files into album and artist folders, and names the files based on

software updates automatically. St e s ey

™ Copy files to iTunes Media folder when adding to library

5. Click OK.

Reset all dialog warnings: | Reset warnings |

Reset iTunes Store cache: |  Reset cache |

[ | Keep MiniPlayer on top of all other windows
| | Keep movie window on top of all other windows
I\:\ Check for new software updates aurnmati(allyl

o
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How to Disable Siri

Siri is a virtual assistant that uses voice commands to answer questions and perform actions on Mac
desktops and laptops. If Siri is not disabled, students could potentially have access to features and
information that they should not have access to while taking a secure assessment.

1. Go to System Preferences and choose Siri from

the control panel options. °

Ooe

Genaral

2. Uncheck the box next to Enable Siri.

Figure 4. System Preferences > Siri

Systam Preferences
2 B H O o
Deskiop & Dock Missior Language Sacurny
Sareen Saver Contog & Region & Privacy
Displays Er Keyhoand Shauge Trackpad
==
[P
Startup
Disk
- = = A
. A
@ @ @ o b
MErrat Anp Slare Ratwark Extensions Sharing
Acoeunt
Bl @ @
e e RUAE
Parenta Sirl Dats & Time Time Accassibility
Corirals Machine

Figure 5. Siri

“QD &
Spetlight Motificatiens
\
Printers & Sourd
Scanrars

Siri

Siri

Enable Siri Mic Input:  Internal Microphone

Show Siri in menu bar About Sirl and Privacy

With Siri disabled, the menu bar icon is removed. Depending on your Mac, Siri can still be activated from
the dock or the Touch Bar. It’s important to note that while in a test, the AIRSecureBrowser app will
detect if a user tries to enable Siri during testing and the app will disconnect the student from the test.
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How to Disable Fast User Switching

Fast User Switching is a feature in Mac OS X 10.9 and higher that allows for more than one user to be
logged in at the same time. If Fast User Switching is not disabled and students try to access it during a
test, the Secure Browser will pause the test. The following instructions describe how to disable Fast User
Switching.

1. Choose Apple menu > System Figure 6. System Preferences > Users & Groups
Preferences. >
@ B E a @ °
General Desktop & Dack Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy
- [l
Displays Energy Keyboard Mouse Trackpad Printers & Sound Startup
Saver Scanners Disk
*» @ @ @ 0O o ®
iCloud Internet App Store Network Bluetooth  Extensions Sharing

Accounts

1 © = @ @

Users & Parental Sirl Date & Time Time Accessibility
Groups Controla Machine
) a O B
Backblaze Flash Player FUSE GPG Sulte Music WDQuickView
Backup Manager
2. In System Preferences, click Users Figure 7. Users & Groups
& Groups. The Users & Groups
[ ] < ] Users & Groups Q

window opens.
[ Password ™ ELTLTIEE

Current User

3. If the padlock in the lower left G e @ Tester standara Change Password..
corner is locked, click it and e
authenticate with administrator e s
credentials. é?:;tu.%er

Contacts Card:  Open...

Allow user to administer this computer

Login Options
Enable parental controls Open Parental Controls...

’ [ | Click the lock to make changes.
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4. Click Login Options. The Login Figure 8. Login Options
options WIndOW Opens' [ X < HH Users & Groups Q, Search
5. Uncheck the Show fast user Current User o
Automatic login:  Off B

switching menu as... checkbox. G [omer Standard

Display login window as: @) List of users

Other Users ~ - .
e ASCM lame and passwor
Admin . Show the Sleep, Restart, and Shut Down buttons
7 Tester Admin
Admin Show Input menu in login window
Guest User

off Show password hints
| Show fast user switching menu as  Full Name I

Use VoiceOver in the login window

m Login Options Network Account Server:  Join...

P #

E“ Click the lock to prevent further changes. ?

Fast User Switching is now disabled. Figure 9. Menu Bar
The Fast User Switching icon no longer [ e o e
appears in the menu bar.

1000 N aBAROT%OMA)
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Section IV. Troubleshooting Mac Workstations

This section contains troubleshooting tips for Mac.

How to Reset Secure Browser Profiles on Mac

If the Help Desk advises you to reset the Secure Browser profile, use the instructions in this section.

1. Logon as an admin user or as the user who installed the Secure Browser and close any open Secure
Browsers.

2. Start Finder.
3. While pressing Option, select Go > Library. The contents of the Library folder appear.
4. Returning to the Library, open the Caches folder, and delete the Secure Browser’s folder.

5. Restart the Secure Browser.

How to Navigate to Tool Menu with the Keyboard Using a Safari Browser

Students can use any supported public browser for practice tests, and navigate to the Tool menu using
standard methods, with the exception of Safari. To access the Tool menu using Safari, enable the "Press
tab to highlight each item on a webpage" option in Safari Preferences, as shown below.

NOTE: Students who have text-to-speech (TTS) accommodation enabled for practice tests will need to
use the Secure Browser.

1. Open Safari, and from the Safari menu, click Figure 10. Advanced Safari Preferences
Preferences. . ' i
Dl=£ 33 =0 & 288
2_ CI|Ck Advanced Smart Search Fleld: ) Show full website address.
Page Zoom: 100% [
. . o g Moo ility:  Mover s smaler  than -
3. Mark the checkbox Press tab to highlight each e RN o e

item on a webpage.

Imarnat plug-ins: [ $top plug-ing 1o save power

Stylesheet:  None Seleeted B
Dofauls encoding:  Western (150 Latin 1) B
Proxies:  Change Settings:

Show Develop mena in menu bar

© American Institutes for Research 15



Configurations, Troubleshooting, and Advanced Secure Browser Installation for Mac

How to Disable Text-to-Speech Keyboard Shortcut

A feature in MacOS 10.12 and later allows users to have any text on the screen read aloud by selecting
the text and hitting a preset key or set of keys on the keyboard. By default, this feature is disabled and
must remain disabled so as not to compromise test security. This section describes how to toggle this
feature.

1. From the Apple menu, select System Preferences.

2. Select Accessibility.

3. Select Speech.

4. To enable this feature, check the Speak selected text when the key is pressed checkbox. To disable,
deselect the checkbox.
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