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[bookmark: _Toc138494915]Effective Date: 

[bookmark: _Toc138494916]Purpose:
The purpose is to implement procedures for guarding against, detecting, and reporting malicious software. Malicious software refers to viruses, worms, Trojan horses and backdoor programs.                          The key difference between the malicious software is their means of spreading.

[bookmark: _Toc138494917]Scope:
This policy applies to <<Organization Name>> in its entirety, including all workforce members. Further, the policy applies to all systems, network, and applications that process, store or transmit sensitive information.

[bookmark: _Toc138494918]Policy:
<<Organization Name>> will deploy malicious software, checking programs at the perimeter (edge) of the network and on individual end-user systems. 

<<Organization Name>> will subscribe to receiving and deploying updates to malicious software checking programs. 

<<Organization Name>> conduct security training that will include information on:

· Potential harm that can be caused by malicious software
· Prevention of malicious software such as viruses
· Steps to take if a malicious software such as a virus is detected

[bookmark: _Toc138494919]Responsibilities:
The Security Officer is responsible for ensuring that malicious software checking programs are installed both on the perimeter (edge) of the network and on individual end-user systems. The Security Officer will identify all critical systems and network components that are vulnerable to malicious software. All such identified systems will have malicious software checking capability.

[bookmark: _GoBack]Members of the workforce must not configure or introduce any modifications to systems or applications to prevent the execution of malicious software checking programs. Members of the workforce that suspect any malicious software infection must immediately contact the Security Officer or their manager by phone or walk-in – not by e-mail – about the suspected threat.

Members of the workforce must participate in all security awareness training programs and apply the knowledge in preventing, detecting, containing and eradicating malicious software.

[bookmark: _Toc138494920]Compliance:
Failure to comply with this or any other security policy will result in disciplinary actions as per the HR XXXXX Policy.  Legal actions also may be taken for violations of applicable regulations and standards such as state and federal rules to include the Family Educational Rights and Privacy Act (FERPA).

[bookmark: _Toc138494921][bookmark: _Toc138494922]Procedure(s): None

[bookmark: _Toc138494923][bookmark: _Toc138494924]Form(s): None

[bookmark: _Toc138494925]References:
· The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99)
· International Standards Organization (ISO 27002). 


[bookmark: _Toc138494926]Contact:
John Doe, Security Officer
1234 Anystreet
Anywhere, WY  XXXXX

E: John.doe@anywhere.com
P: 307.XXX.XXXX
F: 307.XXX.XXXX
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